Cyber Security and Role
of Social Media

b 19.1| What is Cyber Security?-

Cyber security can be defined as the protection of systems, nenworks and
data in cyber space. It refers to the preventative methods used to prorect
information {rom being stolen, compromised or attacked.

Cyber sccurity is a complex issue that cuts across multiple domains
and calls for muld-dimensional, multi-layered initiatives and responses. It
has proved to he a challenge for governments because it involves various
ministries and deparcments. It is more difficult primarily duc to the ditfused
and varied nature of the threats and the nability to frame an adequare
responsc in the absence of tangible perpetrarors,

Cyberspace has expanded dramatically in its brief existence due to rapid
development of information rechnology (IT) and commercial applications
associated with it. Advances ininformation and communications rechnologies
have revolutionised the scientific, educational and commercial infrastructures
developed by the government. The IT infrastructure has become an integral
part of the crimcal mfrastructure which supports national capabilities such
as energy, power prids, celecommunications, emergeney communication
systems, financial systems, defence systems, space, transport, land records,
public essential services and utilitics, law enforcement and security and air
traftic control ncowarks, to name a few. All these infrastructures increasingly
depend on relay data for communication and commercial transactions. The
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operational stability and sceurity of eritical information infrastructure is vital
for the economic security of the country.

The cvolving nature of the relecommunications infrastructure poses further
challenges. The expanding wircless connectvity to individual computers
and networks is making determination of physical and logical boundaries
of ncrworks increasingly difficult. 'The increasing inter connectivity and
accessibility to computer based systems that are critical to the country’
economy are adding to the risk,

y Il 9.2{ Cyber Threals

Cyber threats vary from simple hacking of an email to waging a war against a
state. Cyber threats can be classificd broadly into two catcyories:

1. Cyber crime: against individuals, corporates, etc.
2. Cyber warfarc: against a state

» §.21 Cyber Crime

Use of cyber space, 1.e. computet, internct, cellphone, other technical devices,
erc., to commit a crime by an individual or organised group is catled cyber
crime. Cyber arrackers use numerous vulnerabilities in cyberspace to commit
cybercrime. They exploit the weaknesses in the software and hardware design
through the use of malware. DoS§ attacks are used 1o averwhelm the targeted
wehsites, Hacking is a common way of plercing the defences of protected
computer systems and interfering with their functioning. fdentity theft is also
common. The scope and nature of threars and vulnerabilities 1s multiplying
with every passing day.

" Cyber crimes may be divided into two categories:

1. Crimes that Tarpet Computers Directly
They include:

e Spreading computer viruscs .

o Denial-of-service {DoS) attack is an atrernpr to make a machine or
network tesource nnavailable to its intended users. It temporarily or
indefinitely interrupts or suspends scrvices of a host connected to the
internet.

e Malware imalicious cade} is softwarc used & disrupt computer operation,
gather sensitive information, or gain access 1o private computer
systems, Tt can appear in the form of code, scripts, active content, and
other softwarce, *Malware’ is a general term used to refer to a variety
of forms of hostile or intrusive software, for cxample Trojan Horses,
rootkits, worms, adware, crc.
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2. Crimes Facilitated by Computer Networks or De vicas, the Primary Targe! of
which is Indepenilant of the Compuler Network or Device

Thus

L ]

can take many forms as listed below:

Econemic frands to destabilise the economy of a4 counrry, artack on
banking transaction systen, extract money through {raud, acquisition
of credit/debit card data, financial theft and intellectuat theft of property
Impairing the operations of a website or service through data alieration,
data destruction

Spreading parnography

Copyright infringement

Cyber stalking, outraging modesty of women, obscene content to
humiliate girls and harm their reputation

Threatening c-maii

Assuming take identity, virtual impersonation

Breach ot right ro privacy

Misuse of social media in fanning mrolerance, instigating communal
tensions and inciting riots. Posting inflammatory material char tends to

incite hate-crimes (Fven Prime Minister Manrmohan Singh expressed deep
concern on misuse of social media in sparking off communal sentiments
in September)

Information warfare

Phishing scams

»9.2.2 Key Terms of Cyber Attack

L]

Phishing: Phishing is the act of atfemnpting to acquire information, such
as usernames, passwords and credit card details (and sometimes, indi-
rectly, moncy) by masquerading as a trustworthy entity in an electronic
communication. Comtmunications purporting to be from popular social
websites, auction sites, banks, online payment processors or I'" adminis-
tralors are commonly used to lure unsuspecring public. Phishing entails
may contain links to websites that are infected with malware, Phishing is
typically carried out by cmail spoofing or instant messaging.

Vishing (Voice Phishing): The term is a combination of ‘voice’ and
‘phishing’. When phishing is done with the help of telephonic system, it
15 called vishing.

‘Tabnabbing: Tabnabbing is one of the latest phishing rechnologies, It
takes advantage of tabhed browsing(which uses multiple open tabg)
thar a uscr uses and silently redircets the user o the affected site. This
technique operates in reverse ro most phishing techniques as it does not
dircctly take the user to the fraudulent site, but, instcad, phishers load
their fake page in one of the open tabs.

Whaling: Scveral recent phishing ateacks have been directed specifically
at senior exccutives and other high profile targets within businesses, and
the term whaling has been coined for these kinds of artacks.
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e Spoofing: A spoofing attack is a situation in which one person or
programme successfully masquerades as another by falsifying data and
thercby gaining an illegitimate advantage. A spoofing attacl involves one
programme, system or website successfully masquerading as angther by
falsifying data and thercby being treared as a rusted system by a user or
another programsme. The purpose of this is usually to foel programmes,
systems or users into revealing confidential intormation, such as user
names and passwords, to the armacker.

« Zombics: A zombic is a computer cennected to the internet that has been
compromised by a hacker, computer virus or trojan horse. Ir can be used
to perform malicious tasks under remote direction. Botnces of ombic
computers are often used to spread email spam and launch denial-of-
service attacks. Most owners of zombie computers are unaware that their
system is being used in this way. Because the owner tends to be unaware,
these computets are metaphorically compared to zombies.

b. » Botncts: A botnet is a collection of internetcannected programmes

s communicating with ather similar programmes in order to perform tasks.

Bownets sometimes comproniise computers whose security defences
have been breached and control conceded to a third party. Each such
compromised device, known as a *bor', is created when a computer is
penerrated by software from a malware {malicious software) discribution.

o Pharming; I is an attack 1o redirect a website’s traffic to a different, fuke
website, where the individual’s information is then compromiscd.

¢ Drive-by: These are opportunistic attacks against specific weaknesses
within a system.

e MITM: ‘Man in the middle attack’ is an attack where a middleman
impersonates each endpoint and is thus able to manipulate both vicums.

s Spam: The unsalicired sending of bulk email for commercial purposes, 1s
unlawful in some jurisdictions. While anti-spam iaws ace relatively new,
limifs on unsolicited electronic communications have existed for some
time.

. » 8.2.3 Cyber Warfare and Cyber Terror

' 3t is said that future wars will not be like traditional wars which are lought
on land, water or air. Snowden revelations have shown that Cyberspace could
" become the theatre af warfare in the 21st century.
. While there is no agreed definition of cyber warfare but “when any state
F initiatcs the usc of interner based invisible force as an instrument of state
| policy to sabotage and espionage against anacher nation, it is called cyber
[ war’. Attacking the information systems of other countrics for espionage and
" for disrupting their critical infrastructure may be referred as cyber warfare, Tt
! includes hacking of vital information, important webpages, strategic controls
" and intelligence.

I'he attacks on the websites of Fstonia in 2007 and of Georgia in 2008
have been widely reported. Although there is no clinching cvidence of the
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mvolvement of a statc in these atracks, it is widely held thar in these atracks,
non-statc actors {for example, hackers) may have been used by stare acrors.
Since these cyber attacks, the issue of cyber warfare has assumed urgency in

1.

the global media.

When an organisation, working independently of a naiion state, operates
terrorist activities through the medium af ¢yber space, it is generally called
cyber terror

Speciaf Features of Cyher War Compared to Traditional War

Independent theatre of war: The development of the internet and low-
cost. witeless communication is the contemporary equivalent of what
airplanes were a hundred years ago. Their use in economic, social ane
politicai transactions has increased at a rate that far exceeds the growth
in airplane use over the last century. These technelogies already play an
important part in military operations in the traditional spheres of fand,
sea, air and the newer one of space, There are signs rhat they have been
used for aggressive purposes by some states. There is also ample evidence
of their use by criminals and terrorist groups. It is only a matter of
time, like air power a hundred years ago, before cyberspace becomes an
independent theatre of war,

There is one important nuance in the treatment of cvberspace as a fifth
potential theatre of war, along with land, sea, air and space. The usc of
eyberspace depends on physical facilities like undersen cables, microwave
and optical fibre nerworks, telecam exchanges, routers, data scrvers, and
$0 on. Protecting or atracking these is in the domain of the rraditional
arms of the military. Cyberspace, as an independent theatre of war, is
abour attacks that compromise the capability to use these facilities—they
cannot be prevented by the security services in isolation.

An undefined space (no specific arcas):The deferce of cyberspace has a
special featurc. The national terricory or space that is being defended by
the land, sea and air forces is well defined. Quter space and cyberspace
arc different. They arc inherently intcrnational even from the perspec-
tive of national interest. It is not possiblc for a country to ignore what
is happening in any part of this space if it is to protect the functionality
of the cyberspace relevant for its own nationals, Moreover, a key part
of this space, the global internet system, 1s still under the control of one
country. Hence, national defence and internarional cooperation are incvi-
tably intermeshed. This means that a country’s government must ensure
coherence between its sceurity policy and the diplomatic stance taken by
it in multilaceral and hilareral discussions on matters like internet and
telecom governance, human rights relared to information freedoms, trade
nepotiations on infotech services, and so on,

Disguised attackers: There is another feature of cyberspace that compli-
cates the design of security structures and policies compared to the other
theatres of conflict. In cyberspace, it is very casy for an attacker (o cover
his tracks and even mislead the target into believing that the atrack has
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come from somewhere eise. This difficulty in identifying the perpetrator
“makes it difficult ta rely on the capacity to retaliate as a deterrent.

4. No Contact war: The evolution of technology impacts the narure of
conflict and war, Amongst the recent aspects of conflict is *no conract
war® wherein therc is no ‘physical’ or ‘kinetic’ action across borders.

Future world war will mosr likely be eyber war. Future war will not be like
teaditional wars which were fought on territoria! borders or in air space,

) | 9.3[ Snowden Revelations -

. Fdward Joscph Svowden is an American computer professional, former
emplovee af the Central Intelligence Agency (CIA} and former contracror for
the National Security Agency {NSAJ.

He hogged imrernational limetight when he disclosed to several media outlets
thousands of classified documents., Snowden's release of classified material bas
heen described as the most significant Jeak in US history. The 11§ Department
of Justice charged Snowden with espionage.

Snowden’s leaked documents uncovered the existence of numerous global
surveillance programmes; many of them run by the NSA with the cooperation
of telecommunication companics and Furopean governments. The massive
extent of NSAs spying, both {oreign and domestic, was revealed to the public
in a serics of detailed disclosures of internal NSA documents. In 2013, the
existence of the ‘Boundless Informant” was revealed, along with the PRISM
electronic data mining programme, the XKeyscore analytical tool, the Tempora
interception project, the MUSCULAR access point and the massive FASCIA
database, which contains trillions of device-incation records. In the fullowing
year, Britain’s Joint Threat Research Intelligence Group was revealed, along
with the Dishfire database, Squeaky Dolphin’s real-time monitoring af social
media netwarks and the bulk collection of private webcam images via the
Optic Nerve programne.

e disclosures have fuelled debates over mass surveillance, government
sccrecy and the balance berween national security and informatien privacy.

Madus Operandi of Widespread Gyber Snooping by National Security Agency
{NSA}

Basically, threc major players were used by the NSA:

s Differcnt nacions
« DomesticHorcign agencies
e Private players within and outside the USA

Data was collected through:

s Telecom operators from Global Optic Fibre Netwark
e Servers of US based internet giants like Google and Microsoft
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Hardware manufacturers like Cisco and Juniper

» Large scale Malware operations and Firewall

» Off the Air components, including Wi-Fi, GSM, CDMA and Satellice
signals in alliance with Australia, New Zealand and South Africa

» Taps placed on undersea cables in Sourh America, North of Africa and
the Indian Ocean

* Monitoring international payments, banking transactions

» iPhones, Blackberry and Android operating system

Vuinerability of Indian Cyber Spacs

Documents leaked by NSA whistle-blower Fdward Snowden indicate thag
much of the NSA surveillance was focused on India’s domestic politics .and
its strategic and commercial interests, exposing India’s vulncrability to cyber
snooping in all sectors, India was fifth among targeted countries. The US has
had a major influence on the development of cyberspace by virtue of the fact
that mouch of the ininal infrastructure and nse was centred in that counery and
1t continues to be a major foree in its development and use. The US has thus
been in a position to fend off periodic atrempis to challenge its supremacy, and
those times when it could not, it has been forced to shed some of its control.

> 9.31 Impact of Snowden Revelations

1. It will pave way for the ‘Internet Governance Era’. Microsokt recently
allowed foreign customers to have their personal data stored on servers
outside America. Hence, the consegience of Edward Snowden’s NSA
leaks is that countrics and companies would erect borders of sorrs in
cyberspace,

2. Following the shocking revelations about governments® widcspread
monitoring of global communications, it is clear that all facers of the
cybersecurity world have been indclibly changed, from ordinary people
haviny their eyes opened to whar is really going on, t governments
becoming ever-more distruscful of each other.

3. Some experts believe the technical derails contained in documents feaked
by Snowden had weakened the security situation in western countrics,
decrcasing the level of sccurity in the US and UK in particular. They fec]
the leaks were 2 “gift” to allow terrorists to “evade us and strike at will’. It
15 being said that as fallout of che revelations, Al-Qaeda has changed the
way it communicares,

4. One of the biggest impacts Snowden has had on the world is that his
leaks have led to an acceleration of cyber arms race around the world.

There is a greater awarceness amang the masses about the right to privacy.
People have become conscious. Fven Barack Obama, President of TISA,
vomceded that those leaks triggered a passionate and welcome debare abou
Aneican snooping.
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Asisclear from Snowdens revelations, India’s cyber space is almost unprotected,
Tili now, we only have very basic security features, We have started considering
advanced features anly after the Snowden revelations. All our vital insriturions,
installations and critical infrastructure need to be protected from cyber attacks.

The future war will target crucial areas like:

» Defence installations

Sensirive documents related to bath internal and external security
Communication networks, including satcllives

ATC management

Railway traffic control

Financial services

Premier institutions cf science, technology and rescarch

» 9.4.1 Critical Infrastructure (€1} and Critical Information
Inlrastructure {Cll}

In general, critical infrastructure {CT) can be defined as:

“I'hose facilities, systems, or functions, whose incapacity or destruction
would canse a debilitaring impact on nadenal sccurity, governance, economy
and social well-being of a nation.”

It breadly includes the following sectors:

Energy

Transportation { air, surface, rail and watcr)
Banking amd [inance

Telecommunication

Defence

Space

Law cnforcement, security and intellipence
Scnsitive government organisations

Public health

Warer supply

e Critical manufacturing

s [-governance

Across the world, critical informarion infrastructure (CII) is broadly defined
as including ‘those networks which are interrelated, interconnected and
intcedependent’. In India, the guidelines would initially include information and
communications, transportation, energy, finance, technology, law enforcement,
security and law enforcement, government, space and scnsitive orgamsations.

Critical Information Infrastructure (CIl} are those 1C°T infrastrucrure upon
which the core functionality of critical infrastructurc is dependen.
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India’s new guidelines are an extension of the legislative recognition under
11 the IT Act 2000. Section 70 of the Acr defines critical information infrastrocture
(CII) as:

1 3 9.5| Steps Taken by the Governm

The following steps have been taken by the Government of lndia:

, “Those computer resource and incapacitation or descriprion of which, shall
| have debilitating impact on national security, economy, public health or safety.’
il Cllis highly complex, distributed, interconnected and interdependent.

Thieatls (o CH}

Threars to CH are classificd as:

trfernal threat: It is defined as ‘one or more individuals with the access
and/or inside knowledge of a company, organisation or encerprise thar
would allow them to exploir the vulnerabilitics of rhat enrity’s securiry,
systems, services, products or facilities with the intent to cause harm’.
Insider betravals canse losses due to TT sabotage, fravd and dheft of
confidential or proprietary information. This may be intentional or due
te ignorance.
External threqt: This threat ariscs from outside of the organisatian,
by individuals, hackers, organisations, terrorists, foreign government
agents, non-state aclors, and puse risk, like crippling CH, espionage,
cyberfelectronic warfare, cyber terrorism, etc.

Threat may be caused by individuals, including disgruntled or {ormer
employees, rivals (industrial espionage), hackers, script kiddics, crackers,
cyber criminals forganised as well as unorganised, cyber mercenaries, terrorist
groups {cyberjehadis), non-state actors and hostile stares,

Effects of cyber attacks on ClI:

Damage or destruction of ClI

Disruption or degradation of services
Loss of sensitive and strategic information
Widespread damage in short tine
Cascading effects on scveral Cll

The government has identified a list of critical computer infrastructure
which necd special protection against cyber atracks. Included in this list
are networks relared to national scourity, defence, banks, stock markets,
power grids, railways and airlines, weather and many others,

» A national policy on cyber security was framed in 2013,
« A Nationai Critical [nformation Tnfrastructure Protecdon Cenere

{NCIIPC) ts in the process of being set up to create a fool-proof firewall
around these networks.

[P
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The creation of NCIIPC is just one of the many ideas being implemented
as part of the Framework for Cyber Security that was recently approved
by the Cabiner Committee on Sccuriry.

» A multi-agency National Cyber Coordination Centre to make assessment
of cyber threars and share information with stakeholders is also being ser
up.

e A Centre of Excellence in Cryprology, the science of encrypring data, s

being established ar the Indian Institute of Statistics in Kolkara.

Artacks on Indian neoworks have come mainly from computers bascd

in 20 countries, including the US, UK, Gennany, France, Brazil, Poland

and the Netherlands., One such artempe tried to jeopardise the Dethi

Commonwealth Games in 2010, EHackers had tried to get into the

computer systems to tamper with the rimers and scoring machines.

¢ The government had come np with a “roadmap on ¢yber security’, that
has laid stress an collaboration between the government and private
sector in this area.

e As a follow-up to that, the government has set up three cyber-forensic
lahoratories in Bangalore, Pune and Kolkata in association with the
software industry group NASSCOM. Nine more such laboratories are
planned in parmership with state governments.

s A cyber crisis management plan has already been pucin place, with state
SOVEITLMENTS as an integral part.

e CERTIn, or Computer Emergency Response ‘leam {India), the nodal
agency to deal with such crisis is being replicated on a smaller scale for
specific sectors,

« The defence establishiment has already sct up a sectoral CERT for itseld.

Railways and the power sector are also planning to have a CERT of their

OwWn.

» 9.5.1 National Gyber Security Poticy 2013

Diepartment of Electronics and Information 'Technology (DeirY) under the
Ministry of Comrnunication and Information Technology, Government of
India released the National Cyber Security Policy 2013 to build a secure and
resilient cyber space for citizens, busincsses and government.

The mission of this policy is to {1} protect information and information
infrastructurc in cyberspace, {2) build capabilities to prevent and respond to
cyber threat, (3) reduce vulnerabilities and (4) minimise damage from cyber
incidents through a combination of institutional structures, people, processes,
technology amd cooperation.

"L'he abjectives of this policy are defined below.

Ohjectives

1. To create a secure cyber ecosystem in the country, generate adequate trust
and confidence in IT systems and transactions in cyberspace and thereby
enhance adoption of I'l'in all sectors of the economy
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To create an assurance framework for design of securiry policies and
tor promotion and cnabling actions for compliance o global SCCUTILY
standards and best practices by way of conformity assessment !product,
process, technology and people}

To strengthen the regularory framework for ensuring a secure cyberspace
CCosystem

To cnhance and creare national and sectoral level 24 x 7 mechanisms for
obtaining strategic informarion regarding threats to TCT infrastructure,
creating scenarios for response, resotution and crisis management through
effective predictive, preventive, protective, response and recovery actions
To enhance the protection and resilience of nation’s critical information
infrastructure by operating a 24x7 National Critical Information
Infrastructure Protcction Centre [NCHPC) and ma ndating security
practices related to the design, acquisivon, development, use and
operation of mformation resources

To develop suitable indrgenons sceurity technologies through froatier
technology research, solution oriented research, proof of concepe, pilot
development, ctransition, diffusion and commercialisation leading to
widespread deployment of secure I products / processes in general and
specifically for addressing national security requirements

To improve visibility ot the integrity of ICT products and scrvices by
establishing infrastructure for testing and validation of security of such
products

To create a workforce of 5,00,000 professionals skilled in cyber securiry
in the next § years through capaciey building, skill development and
training

To provide fiscal benefits to businesses for adoption of standard security
practices and processes

1o enable protection of informatinn while in process, handling, storage
and transit >0 as to safeguard privacy of citizens dara and for reducing
econamic losses due to cyber crime or data thefe

Ti enable effective prevertion, investigation and prosccution of cyber
crime and enhancement of law enforcement capabilities through
appropriate lepislative intervention

- To create a calture of cyber security and privacy enabling responsible

user behaviour and actions through an elfective communication and
premeotion strategy

To develop effective public private partnerships and collaborative
engagements  through technical and  operational cooperation  and
cantriburion for enhancing the security of cyberspace

To enhance global cooperation by promoting shared understanding and
leveraging relationships for furthering the cause of securiry of eyberspace
lo encourage all organisations, private aud public, to designate a member
of scnior management as Chief Information Security Officer (CISOY,
responsible for cyber security efforts and initiatives
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To encourage all organisations to develop information sceurity policies
duly integrared with their business plans and implement such policics as
per international best pracrices. Such policies should include establishing
standards and mechanisms for secure informarion tlow {while in process,
handling, storage and transit), crisis management plan, proactive security
posture assessment and forensically enabled informacion infrastructure
Toensure tharall organisations carmark a specilic budget for implementing
cyber security initiatives and for meeting emergency respanse arising out
of cyber incidents

To provide fiscal schemes and incentives to encourage entitics to install,
strenprhen and upgrade informarion infrastructure with respect to cyber
security

To prevent occurrence and recurrence of cyber incidents by way of
incentives for rechnology development, cyber security compliance and
proaciive ACtions

To establish a mechaunism for sharing information and for identifying and
responding to cyber security incidents and for cooperation in restoration
efforts

To encourage cotities to adopt guidelines for procurcment of trustwarthy
IC 1 products and provide far pracurement of indigencusly manufactured
ICT products that have security implicaticns.

Main Fealiires

The main features of the Nadonal Cyber Security Policy 2013 include:

1.

Ta promote adoption of global best practices in inforuuation security and
compliance and thereby enhance cyber security posture

To creare and maintain tesiing infrastructure and facilities for I'T security
product evatuarion and compliance verification as per global standards
and pracrices

To create awareness of the threats, vulnerabilitics and consequences of
breach of security among catities for managing supply chain risks related
to [T (products, systems or services) procurement

To foster education and training programmes both in formal and informal
sectors to support the nation’s cyber security needs and build capacity
To establish cyber security training infrastrocture across the country by
way of public private partuership arrangements

To establish institutional mechanisms for capacity bulding for law
enforccment agencics

To promote and launch a comprehensive nutional awareness programme
on security of cyberspace

To sustain security literacy awareness and publicity campaign through
elecrranic media to help citizens to be aware of the challenges of cyber
security

To create a think rank for cyber security policy inputs, discussion and
deliberations
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10. To develop bilateral and mulii-lateral relanonships in the area of cyber
socurity with other countrics

11. To enhance national and global cooperation among sccurity agendes,
CERTs, defence agencies and forces, law enforcement agencics and the
]udlual systems

12, To create mechanisms for dialogue related to technical and operational
aspects with industry in order to facilitate efforts in recovery and resilience
of systems, including critical information infrastrucrure.

Assessment of National Cyber Security Policy (NCSP) 2013

& Security risks associated with Cloud Computing have not been addressed.

= Therc is also a need to incorporate cyber crime tracking, cyber forensic
capacity huilding and creation of a platform for sharing and analysis of
information between public and private sectors on continuous basis.

» 9.5.2 National Critical Information Infrastructure Protection
Centre (NCHPC)

‘The Governmenc is serting up the National Critical Information Infrastrucrure
Protcetion Centre (NCIPC) which will function as a specialised unit under
the Narional Technical Rescarch Organiqation (NTRO). Under Sectian 704 of
the I'" Act, NCIIPC, under NTRO, is being declared as the nodal agency for
protection of critical informacion infrastructure of India.

NCIPC, under its mandate from Scction 70A{2) of IT Act, is responsible
for all measures including research and development for prorection of critical
information infrastrucrure.

NCIPC’s vision is “To (acilitate safe, secure and resilicnt information
Infrastructure for Critical Sectors of the Nation”. :

NCHPC mission is ‘To take all necessary measures to facilitate protection
of Critical Information Infrastructure from unanthorised access, modification,
use, disclosure, disruption, incapacitation or destruction through coherent
coordination, synergy and raising mfc:-rmatmn security awareness among, ail
stakeholders™.

Functions [C}
The functions of NCHPC include;

1. Identification of critical sub-sectors

Study of information infrastructure of identified critical sub-sectors
Issue of daily/monthly cyber alerts/adviscries

Malware analysis

‘I'racking zombies and Malware spreading IPs

Cyber forensics activities

. Rcescarch and development for smart and secure environment

Facilitate CII owners in adoption of appropriate policies, standards, best
practices for protection of CII

e RS ASE I S O
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9. Annual CISO Conference for critical sectors
10, Awarcness and training
11, 24X7 operation and helpdesk

NTRO has identified 17 sub-sectors initially and has started activitics for 7
sub-secrors and organisations named below:

Air traffic management {ATM)}, Civil aviarion {!ransportation)
Pawer grid (Energy)

MTNL

NSEI

RSNL

Railwavs

SBI

; Euch organisation/ministry in critical sector should nominate a Nodal
- Officer {CISO) for interaction with NCNPC. CISO will be the point of contact
for NCHPC,

» Role and Responsibilities of Chief Information Security Officer (CI1S0)
CISO responsibilitics include, but are not linnited to:

» Build an Information security culture

e Assist senior management in the development, implementarion and
maintenance of an information security infrastructure

e Develop, communicate and ensure compliance with organisational
information sccurity policy, standards and guidelines

e Fnsure regulatory and standards compliance

» Develop a security awareness and tralning programme

Periodically conduct internal avdil 1o check compliazice with organisa-

rional security policy, standard and guidelines

Risk management

Incident managernent

Business continuity management

Assist senior management in acquisition of products, twols and services

related to information and related technology

. » 9.5.3 National Telecom Security Policy (NTSP)

i NTSP has been formulated with a view to build-in the security features in the
F systemns, services, technologics, cquipment, devices and software rather than
b being an add-on feature. It is a structured policy to deal with issues relared to
F the requirement of the sccurity agencies and to sceure the telecom network in
" the country. It deals with the four broad issues of communication assistance
| to sccurity agencies, sccurity of communication, informarion and data,
* scenrity of telecom nerwark and disaster management. NTSP puts cmphasis
" on indigenisation of sophisticated telecom cquipment so that they could be
produced and installed in secure environment with all checks and balances.

T
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» 9.5.4 Electronic Sysiem and Design and Manufacturing
(ESDM) Sector Policy

Background of Electronics Industry

At the current ratc of growth, domestic production can cater to a demand ol
USD 100 biilion in 2020 as against a demand of TSD 400 billion and the rest
would have to be mer by imporrs, This aggregates to a demand supply gap of
nearly USD 300 billion by 2020. Unless the situation is corrected, it is likely
that by 2020, electronics impert may far cxceed oil impuorts. This fact goes
unnaticed because electronics, as a ‘meta resource’ forms a significant part
of all machines and cquipment imported, which are classified in their final
sectaral forms, for example, automobiles, sviation, health equipment, media
and broadeasting, defence armaments, et

Our electronic age is characrerised by high velocity of technological change.
Consequently, the lifecycle of products is declining. As a result, the value af
design and development in the producr has increased quite significantly. Given
Endia’s growing strength in chip design and embedded software, the increasing
importance of design in product development has potential to make India a
favourcd destination for Llectronic System and Design aned Manufacturing
(ESDAD.

There is an urgent need for domestic production and design of electronic
equipment.

India is one of the tastest growing markets of electronics in the world, There
is potential to develop the ESDM sector to meet our domestic demand as well
as o uge the capabilities so created to successfully export ESDM products from
the country, The National Policy on Electronics aims to address the issuc wirh
the cxplicie goal of transforming India into a premier ESDM hub.

The strategies include serting np of a National Elcctronies Mission with
industry participation and renaming the Department of Information Technology
as Department of Flectronics and Informarion Technology {1Deity).

Security Implications of ESDM Policy

The policy is cxpected to create an indigenous manufacturing ecosystem for
electronics in the conntry, 1t will foster che manofacturing of indigenonshy
designed and manufacrured chips creating a more cyber secure ecosystem in
the country. It will cnable India to tap the great economic potential that this
knowledge sector otfers. The increased development and manufacturing in the
scctor will lead to greater economic growth through more manufacruring and
consequantly greater employment in the sector

ESDM is of strategic importance as well. Not only in internal security and
defenee, the pervasive deployment of electronics in civilian domains such as
telecom, power, railways, cvil aviation, ctc. can have serivus consequences
of disruption of service. This renders tremendous strategic importance o
the sector. The country, therefore, cannot be totally dependent on imporred
electronic components and products.
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The policy proposes the following strategics:

)

(it}

{iii)

{iv}

Creating ecosystem for globally competitive ESIDM sector: The strategies
include provision of fiscal incentives for investment, setting up of elec-
tronic manufacturing clusters, preferential marker access to domestically
manufactured clectronic products, setting up of semiconducrar wafer
tabrication facilities, industry fricndly and stable tax regime. Based on
Cabinet approval, a high level empowered commitree has been consti-
tuted to identily and shorthist rechnology and invesrors for setting up rwo
semiconductor watcr manufactusing fabrication facilitics, Based on an-
other Cabinet approval & policy for providing preference to domestically
manufactured clectronic goods has been anmounced. Scparate proposals
have also been considered by the Cabinet for approval of Modified Spe-
cial Incentive Package for the ESDM Sector and for setting up of Flec-
tronics Manuofacturing Clasters {(EMCs),

Promantion of exporis: The strategies include aggressive marketing of
India as an investment destination and providing incentives for export.
Human resource developmeni: The strategics include involvement of
private sector, universities and nstitutions of learning for scaling up of
requusite capacitics at all levels for the projected manpower demand. A
specialised institute for semiconductor chip design is also proposed.
Setting up standards: Developing and mandatmg standards to curb inflow
of sub-standard and unsafe clectronic products by mandating technical
and safety standards which conform to incrnational standards.

Cyber security: To create a complete secure cyber ccosysrem in the country,
through suitable design and development of indigenous appropriate
products throngh frontier technology/product oriented rescarch, testing
and vahdation of security of products.

Strategic  electromics; The  strategles  include creating  long term
parinerships between domestic ESDM industry and strategic secrors for
sourcing products domestically and providing Defence Offset obligarions
for cicctronic procurements through ESDM products.

Research and Aeveloprent: Creating ecosystem for vilirant mmovation
and R&D in the FSDM sector, including nanaclectronics, ‘1 he strategy
meludes creation of an Electronic Development Funel.

Electromics in other sectors: The strategy includes supporting and
developing expertise in electronics in (he lollowing sectors of economy:
automotive, aviows, light emiting diodes (LEDs), industrial, medical,
solar photovoltaic, intormation and broadcasting, telecommunications,
railways, intclligent transport systems and games and (oys,

Handling e-waste: The strategy includes various initiatives to facilitate
sovironment friendly e-waste handling policies.
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| 9.6| Legal Framewaork,,
» 9.6.1 Information Technology Act 2000 (Amended in 2008)

Information technology Acr 2000 consists of 34 sections segregated into 13
chapters. The Act was amended in 2008 which has now 124 sections. Salient
features of the IT Act are as {ollows:

1. The Act provides legal recognition o e-commerce, which facilicares
commercial e-transacrions.

2. It recognises records kept in electronic form like any other documentary
record. In this way, it brings electronic transacrions at par with paper
transactions in documentary form.

3. The Act also provides legal recognition to digital signatures which need
to be duly authenticated by the certifying authoritics,

4. Cyber Law Appcllate Tribunal has heen set up to hear appeal against
adjudicating authorities. '

5. The provisions af the IT Act have no application to negotiable instruments,
power of atterey, trust, will and any contract for sale or conveyance of
immaovable property.

6. The Act applies to any cyber offence or contraventinn commitred outside

India by a person irrespective of histher nationality.

As provided under Section 90 of the Act, the State Government may, by

notification in ‘Cfficial Gazetee', make vules to carry out the provisions

of the Act.

§. Consequent to the passing of this Act, the SEBI had announced rhat
trading of sccurities on the internct will be valid in India, but initially
there was no specific pravision for protection of confidentiality and net
trading. This lacuna has been removed by the IT {Amendmend} Act, 2008,

-1

» 9.6.2 Oftences under the IT Act
Sec-65. Tampering with Computer Source Documents

Whoever knowingly or intentionally conceals, destroys, or alters any computer
source code used for a compuler, computer program, COMpUECr system or
computer network, when the source code is required 1o be keptor maintained
by law, shall be punishable with imprisonment up to three years, or with fine
which may cxtend up to two lakh rupees, or with both.

Sec-66. Hacking with Compuler System

1. Whoever with the intent of cause or knowing that is likely to causce,
wrongful Toss or damage 1o the public or any person destroys or delutes
or alters any informarion residing in a compurer resource or diminishes
its value or utility or affects it injurious!y by any mcans, commits hacking.

2. Whocver commuits hacking shall be punished with imprisonment up
three years, or with fine which may extend up to two lakh rupees, or with

both.
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Sec-66-A Sending Offensive Messages throagh Communication Service, ele.
{Inlroduced Vide Amendment in 2008)

Any person who sends, by means of a computer resoUrce or a conumnunication
device,
{a) Any information thar is grossly offensive ar has menacing character; or
(b} Any information which he knows (o be false, but for the purpose of
causing annoyance, inconvenience, danger, obstruction, insult, injury,
eriminal intimidation, enmity, hatred, or il will, persistently makes by
making use of such computer resource or a communication device, or
(c] Any electronic mail or ¢lectronic mail message for the purpase of causing
annoyance or inconvenience or to deceive or to mislead the addressee
or recipient aboul the arigin of such messages shall be punishable with
imprisonment for a term which may extend to three years and with fine.

bl 9.7 | International Cooparation in Cyher
» 9.7.1 NETmundial Conference 2014

Sau Paulo in Brazil hosted a two-day conference in April 2014 vn internert
governance, Ir included representatives from nearly 180 councrics. Its theme
was ‘Global Multi-stakeholder Meeting on the Future of Governance’.

A global discussion on Net governance tried to bring the vision of multiple
stakcholders in line with democracy. India took this opportunity to highlight
US dominance of the internet and press for equal rights and say for all nations
on matters cclated to internet governance and cyber security. India lamented
the lack of truly representative and democratic nature of the cxisti ng systems of
internct governance, including the management of critical internet resources,
and called for cyber jurisprudence to ensure sccurity of the cyberspace.

There are three major issucs here.

1. Sheuld interner governance be carried out throngh a multilateral model

or multi-stakeholder model? The muliilateral model involves primarily
Governments. UN is operated by this model.
On the other hand, multi-stakeholder mode] recognizes that civil society
groups, internet users and corporatcs have a say as well. Russia, [ndia and
China were in favour of mulrilateral model. *Civil socicty’ and Western
countries arc more inclined towards a multi-stakeholder set-up, While a
multi-stakeholder option seems like the more reasonable and politically
correct choice, it beps the yuestion: Who are these civil society groups,
who do they claim to represent, and how do we know that they simply
haven’t been hijacked by corporate interests?

. Thesecondissucisthe question of internet fragmentation or ‘Balkanisation”
of the intcrnet. Western countries and civil sociery groups fear that as
countries such as India and Russia reduce their reliance on American

28]
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infrastrucrure, they will shareer the global unity of the internet and imposc
barriers that will hinder connections between users in different countries.
While this fear is real, it also shuts us off to looking at a different type of
Balkanisation; one where we reduce dependence on surveillance-tinged,
Siticon Valley-based services while promoting focal and secure digirai
infrastructure. In India, these fault lines are already being drawn, for
hetter or worse: 'The Election Commission recently aborted a potential
partnership with Google, for voter facilitation services, on the grounds
of ‘national secarity’. Government officials arc slowly starting to shun
Hotmail and Gmail as well. Technology start-ups like Wonabe, a Google
Street clone, are starting to receive Government backing.

. Third issue is ‘nct neutrality® or the principle that telecom companics
chould treat all internet content equally as it flows through their cables
and pipes. If net neutrality is abandoned, internet service providers would
be allowed to prioritise cerrain types of traffic, leading to disastrous
CONSQUEICEs.

[ox)

On most of these issues, and a few others such as intelicerual property,
NETmundial has scored poorly, mostly because vested interests often take
root when the global community has to strive for ‘rough consensus’. The
conference’s outcome document takes soft stances on validating the mulri-
stakeholder model and condemning surveillance. Net neutrality, for instance,
is relegated to a ‘point of future discussion’.

The proposal for a deccntralised internet assumes significance in the wake
of Edward Snowden’s Wikileaks revelations of mass surveillance in recent
months.

The US has had a major influence on the development of cyberspace by
virtue of the fact that much of the initial infrastructure and use was centred in
that country and it continues to be a major force in its development and usc.
The US has thus been in a pusitien to fend off periodic artenipts to challenge its
supremacy, and those times when it has been forced to shed some of its control.

Bowing to the demands of Brazil and other nations following revelations last
vear of its massive electronic surveillance of internet users, the United States
has agreed to relinquish oversight of the Internet Corporation for Assigued of
Names and Numbers (ICANN}, a non-profit group based in California that
assigns internct domain names or addresses. The revelations by former NS4
analyst, Edward Snowden, brought worldwide calls for the United States to
reduce its control of the interner, created 50 years ago to link the computers of
American universitics to the US defence industry.

ylll 9.8 Social Media

Sovinl medin refers to internet based communication among people who
create, share and exchange their ideas, photos, videos and information on
virtual cyber platform. lIts veach and popularity among people has rapidiy
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increased over the last few years, primarily due 1o a sharp rise in the number
of internct users and cell phone users. It is claimed that people spent more than
20% of the time spent on internet on social media. Nearly 20 crore people
use internet in India. It is likely that it will soon overtake US as far as number
of internet uscrs is concerned. People freely exercise their right to €Xpress on
social media as well as they get access to faster information and knowledge.
Knowledge is power. Information is power. Social media includes Facebook,
Twitter, Youtube, blogs, new microblogging sites, etc.

» 0.8.1 How is Social Media diffareat from Traditicnal Media?

Social Media is a new form of media. It is different from traditional media in
the following ways:

1. Tt rapidly passes information to its users. Tt is distinct from traditional
media because it provides real rime communication of information,
Information on social media is widcly spread within a very short time
so its impact is much far than traditional print and clectronic media and
also far than traditional modes for communication, like telephone, postal
and face-to-face communication.

2. Traditional print media and electronic media are controlled by big media
houses. Their control is limited to a selected fow. So they exercise their
monopoly by influencing the masses, elections and politics through
modified distorted version of news items. Bar social media is in the hands
of people. It cannot be controlled by any individual or any group. So,
social media has broken the monopoly of big media houses. Socia! media
has ensured a greater transparcney in tradirional media. In fact, electronic
media and princ media are also becoming available an social media now.

3. Traditional media provides one-way communication. It only provides
informarion 10 users but people discuss and debatc on current issues,
important policies, etc. on the social media. So, social media has not
only enhanced transparency and accountability of the government, it hay
also made our democracy maore participatory. It has developed a culture
of debare that is the most important requiremenr for strengrhening any
‘democracy.

» §.8.2 Negative Usage of Social Media

The negative usage of social media mcludes:

Riots

Misinformaton

Terrorism, ant-natonal activities
False opinion building

Addiction

Inating communal violence

1
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» 9.8.3 Posgitive Usage of Social Media
The positive usage of social media includes:

« Sacial awareness

o Checapest and fastest form of communication

s S$pread of social activism like movements against corruption and sexual
barassmenr, etc.

« Promoting a culture of debate and discossion

¢ Breaking thc monopoly of big media houses

e Parricipatory democracy

i 9.9] Key Issues

Since the last 2-3 years, a debate has been going on regarding vse / misuse
ol social media. On the one hand arc the issues of freedom of expression
and right of privacy, while on the other, are the issucs of hurting religious
sentiments, promoting hatred, enmity between different classes & groups,
causing annoyance, criminal defamation ete. We know that there has ro be
a fine balance hetween the two, while freedom of cxpression envisaged in the
Constitution is the right of individual but we have to exercise it within the
limits of law and we have to sce that we don’t hurt others feeling which creates
law and order problems for the administration. We have to take care of the
rights of athers also.
Two instances that ot highlighted in the recent past are given below:

1. The arrest of two women over a comment on Facebook sparked off
widespread anger in India. One of the women, in her Facebook post,
had ecriticized the shutdown of Mumbai after the death of politician
Bal Thackeray, while the other had ‘liked’ the comment. The women
accused of ‘promoting enmity between classes’ were later released on
bail. It sparked a nationwide debate of Section 66-A of LT Act 2000. The
chairman of the Press Council of India Markandey Katju, also criticized
the arrests. Later, the charges against the girls were withdrawn by the
CGovernment.

2. Ascem Trivedi, 2 cartannist, was arrested on the charge of putting seditious
cartoons on Facebook, Although his cartoons were related to corruption
and the failure of the Parliament to deal with corruption, he faced serious
allegations of insulting the national emblem, the Parliament, the flag
and the Constitution through his anti-corruption cartoons. In January
2012, a casc of sedition (Section 124A of the Indian Penal Code) was
filed against him in the Beed District Court, Maharashtra. Additional
charges were brought against him by the Maharashtra Police in Mumbai
for insulting India’s national symbols, under the State Emblem of Tndia
{Prohibition of Improper Usc) Act 2005, He was arrested in Mumbai on
September 9, 2012 on charges of sedition, related to the content of his
wark. This also faced lot of criticism by media.
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